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The developer’s dilemma
For WordPress®1 developers, the journey from 
committed code to live production is often 
fraught with friction. The promise of complete 
control inherent in self-hosting or traditional 
development environments often carries 
a heavy cost. This cost is measured in lost 
productivity due to repetitive, manual tasks, 
the inherent risks of making urgent changes 
directly on a live site, the glacial pace of 
SFTP deployments, and the relentless burden 
of acting as an infrastructure sysadmin—
managing security patches, debugging server 
configurations, and ensuring reliable backup 
and restoration capabilities.

This overhead distracts high-value engineers 
from their core mission of innovation. In a 
landscape that demands speed, security, and 

continuous delivery, relying on outdated or ad-
hoc workflows is not a viable strategy.

 
The WP Engine promise
WP Engine is more than a hosting provider. It is 
an integrated development platform engineered 
to eliminate this human cost. By managing the 
complexities of WordPress infrastructure at 
scale, WP Engine empowers developers 

to reclaim their time, focus on innovation and 
quality, and achieve a state of continuous, 
confident deployment. The WP Engine platform 
absorbs the burdens of security, performance 
tuning, and maintenance, replacing manual 
effort with robust automation and enterprise-
grade tooling. The result is an accelerated 
workflow that delivers code faster, more 
reliably, and with auditability.

Key Takeaways
This technical deep dive will demonstrate how 
WP Engine’s platform features directly address 
developer pain points, offering technical 
solutions for maximum efficiency:

	�ޤ	 Git & CI/CD: Secure, version-controlled 
deployment via dedicated GitPush 
endpoints and seamless integration with 
external CI/CD platforms (e.g., GitHub 
Actions, Bitbucket Pipelines).

	�ޤ	 Staging & Development Environments: 
Instant, one-click cloning of production 
sites to dedicated staging and development 
environments, ensuring a true 1:1 testing 
sandbox.

	�ޤ	 SSH & WP-CLI Access: High-security, key-
based SSH Gateway access to run powerful 
command-line tools like WP-CLI and 
securely manage remote databases.

	�ޤ	 Automation: Intelligent, platform-level 
services like automated core updates 
and Smart Plugin Manager to reduce 
maintenance risk and overhead.

Executive Summary

¹ WP Engine is a proud member and supporter of the community of WordPress® users. The WordPress® trademark is the intellectual property of the 
WordPress Foundation. Uses of the WordPress® trademarks in this website are for identification purposes only and do not imply an endorsement 
by WordPress Foundation. WP Engine is not endorsed or owned by, or affiliated with, the WordPress Foundation.

https://wpengine.com
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The High Cost of the Traditional 
WordPress Workflow

From code to production —  
The friction points
The traditional SFTP-driven development 
model forces developers to spend an inordinate 
amount of time on operational work that doesn’t 
add business value. Every moment spent 
manually syncing files, troubleshooting cryptic 
server errors, or rolling back a failed update is 
an hour diverted from innovation.

Version control and  
deployment headaches
Git is the established software engineering 
standard for collaboration, auditability, and 
reliable rollback. However, getting WordPress 
code onto a server often forces developers 
back to inefficient, risky methods:

	�ޤ	 SFTP Deployment: Manually uploading 
changes via SFTP is slow, error-prone,  
and provides no audit trail of who  
deployed what and when. This makes 
troubleshooting and coordinating team 
efforts incredibly difficult.

	�ޤ	 The Rollback Dilemma: Without version 
control tied to deployment, reverting to  
a previous, stable state relies entirely on  
full site backups. Restoring a backup  
is a time-consuming, all-or-nothing 
proposition that can erase fresh content 
and is a cumbersome process compared  
to git revert.

	�ޤ	 Database Management: The content 
(database) and code (filesystem) are 
inherently linked but require separate 
deployment methods. Managing this split 
manually—especially with complex wp 
search-replace operations—is a frequent 
source of deployment failure and downtime.

The core mandate for any developer is to deploy stable, 
high-performing code. Yet, for many WordPress projects, 
the workflow itself is the primary blocker to achieving this 
goal. This chapter details the three most significant friction 
points that consume developer time and introduce risk.

https://wpengine.com
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Lack of a reliable  
testing environment
Every developer understands that code should 
be tested in an environment that perfectly 
mirrors production. In practice, this is rarely 
achieved on self-managed hosting:

	■�	 Manual Staging Setup: Creating a 
dedicated testing environment often 
involves manual subdomain creation, 
configuring file paths, importing the 
production database, and securing the test 
site. This process can take hours and often 
results in an imperfect replica.

	■�	 Inconsistent Configurations: Critical 
differences in caching layers, PHP versions, 
or security settings between the staging 
and production environments often lead 
to the dreaded “it worked on my machine” 
scenario. This forces developers to debug 
critical issues on the live production site, 
escalating risk dramatically.

	■�	 Inefficient Change Propagation: Once a fix 
is verified in a test environment, the process 
of deploying only those changes (code, 
media, or specific database entries) to the 
live site is a complex, multi-step process 
that lacks the push/pull mechanics required 
for agile development. 

Infrastructure management overhead
Self-hosting forces developers into the role 
of dedicated systems administrators. This 
overhead is constant and non-trivial:

	■�	 Security and Patching: The underlying 
operating system, PHP runtime, and 
database software all require continuous, 
manual patching. Delaying these updates 
leaves the site vulnerable, but performing 
them risks breaking compatibility with 
themes or plugins.

	■�	 SSH and Command Line Limitations: 
Gaining secure shell access often requires 
complex setup (e.g., IP whitelisting), and 
once in, the environment may lack essential 
developer tools like pre-installed WP-CLI or 
the necessary permissions to run powerful 
commands.

	■�	 Manual Maintenance: Routinely monitoring 
server resources, diagnosing opaque 
performance issues, and managing SSL 
certificate lifecycles consumes valuable 
time that should be dedicated to core 
application development.

WP Engine’s platform directly addresses each 
of these friction points by providing dedicated, 
technical solutions that allow developers to 
spend less time babysitting infrastructure and 
more time building.

https://wpengine.com
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The foundation of an efficient developer 
workflow is a predictable, powerful, and 
secure workspace. WP Engine provides this 
from day one, offering seamless environment 
management and enterprise-grade command-
line tooling that eliminates the need for manual 
setup and unreliable testing silos.

The three-tier environment system
WP Engine environments are designed to 
ensure an exact replica of the production 
site’s software stack, caching, and server 
configurations across all stages. Every site 
is organized into a cohesive set of up to 
three independent WordPress installations: 
Production, Staging, and Development.

One-click staging & development

The time saved by instant environment 
creation is invaluable. Instead of spending 
hours manually configuring a new test site, WP 
Engine’s one-click staging creates a perfect 
copy of your active web presence in minutes. 
This secure sandbox is a critical bridge 
between development and production, ensuring 
you can test new features, security updates, 
and complex modifications without risking live 
site functionality. The platform’s built-in Copy 
To and Copy From functionality streamlines  
the process of propagating changes back  
and forth.

Database and code flow (down/up)

WP Engine champions the software 
development best practice known as Database 
Moves Down, Code Moves Up.

	■�	 Database Down: Production data (content, 
orders, user accounts) is copied down to 
the Staging or Development environments. 
This ensures local testing accurately 
reflects the current state of the live site.

	■�	 Code Up: Code changes (themes, plugins) 
are promoted up from Staging to Production 
after rigorous testing.

This principle safeguards the live Production 
database, which is in a constant state of flux, 
preventing accidental data loss that often 
occurs when merging entire sites manually.

Sandbox Sites

For developers needing a non-billable, 
disposable environment for prototyping or 
troubleshooting, Sandbox Sites offer a single, 
dedicated development environment. These  
are instantly provisioned, allowing engineers  
to quickly spin up resources for testing 
concepts before committing them to a client’s 
main project structure, ensuring cost and 
resource efficiency.

Accelerating Development with  
Environments and CLI Access

https://wpengine.com
https://wpengine.com/support/environments/#Sandbox_Sites
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SSH Gateway: Unlocking command-line power

WP Engine’s SSH Gateway provides developers with robust, secure, and permanent shell access, 
enabling immediate use of command-line tools without the need for cumbersome IP whitelisting 
or temporary access credentials.

Secure, Key-Based Access

Access is secured via key-based 
authentication, offering superior security 
compared to passwords. The SSH connection 
connects to a contained “sidecar” container 
alongside the website, ensuring that resource-
heavy command-line actions do not impact 
the performance or load of the live production 
server environment. Each site maintains its 
unique connection details, guaranteeing no 
cross-contamination of sites or resources.

WP-CLI integration

WP-CLI (WordPress Command Line Interface) 
is pre-installed and ready to use upon 
connecting. This immediately transforms 
operational tasks—from user management and 
database queries to bulk plugin updates—into 
single, lightning-fast commands.

WP-CLI allows developers to manage their site 
outside the confines of the WordPress admin 
panel, dramatically accelerating workflows and 
enabling complex, chained automations.

Remote database management

WP Engine allows developers to interact 
with the MySQL database directly using the 
secure SSH tunnel. Instead of relying solely on 
phpMyAdmin, developers can:

1.	1.	 Run queries via WP-CLI: Execute specific 
SQL queries against the database directly 
using wp db query.

2.	2.	 Use desktop tools: Connect preferred 
database management applications (e.g., 
MySQL Workbench, Sequel Ace) using 
local port forwarding over the secured 
SSH connection, eliminating the security 
risk of exposing MySQL ports to the public 
internet. This provides a professional, high-
performance interface for complex data 
manipulation.

3.	3.	 Bash Scripting: Developers have a third 
option of scripting any and all of these 
database interactions using bash, allowing 
for fully customized and automated data 
management workflows directly from the 
command line.

https://wpengine.com
https://wpengine.com/support/ssh-gateway/
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The WP Engine Customer API: Programmatic Platform Management 

While SSH and WP-CLI provide deep control over the WordPress application 
itself, the WP Engine Customer API grants developers programmatic control over 
the hosting account infrastructure. This RESTful API allows technical teams to 
build custom integrations and automate high-level operational tasks that would 
otherwise require manual interaction with the User Portal.

How it Works: The Customer API utilizes standard HTTP methods (GET, POST, 
PATCH, DELETE) and authenticates via user-specific API credentials generated 
within the User Portal. This allows scripts and external applications to securely 
interact with account resources. 

Key Capabilities and Benefits

	■�	 Automated Provisioning: Programmatically create new sites and 
environments, streamlining onboarding workflows without manual clicking.

	■�	 Domain Management: Scripts can add domains and check their status, 
facilitating bulk domain configurations.

	■�	 Operational Maintenance: Trigger cache purges or create backup 
checkpoints via API calls, allowing for maintenance tasks to be integrated into 
broader external automation pipelines or custom dashboards.

	■�	 Status Monitoring: Retrieve details about installs, storage usage, and user 
access levels to populate internal reporting tools.

By combining the Customer API (infrastructure 
layer) with WP-CLI (application layer), developers 
achieve total programmatic command over 
their digital experience, enabling the creation of 
bespoke, highly automated DevOps workflows.

https://wpengine.com
https://wpengine.com/support/enabling-wp-engine-api/
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Once the development environment is active 
and code changes are complete, the next 
critical step is deployment. WP Engine replaces 
the slow, error-prone SFTP transfer with secure, 
version-controlled methods that align with 
enterprise development standards, significantly 
accelerating the path to production.

Git-based deployment:  
The developer standard
The foundation of efficient deployment on WP 
Engine is version control. Developers manage 
their projects locally using Git, and WP Engine 
provides two powerful options for moving code 
to the server.

WP Engine’s GitPush

GitPush provides a dedicated, simplified 
Git remote repository for every environment 
(PRD, STG, DEV). Developers can push code 
directly from their local machine to a WP Engine 
environment using standard Git commands. 

This streamlined, one-way deployment system 
offers three core advantages over SFTP: 
it’s version-controlled, meaning every push 
corresponds to a commit hash for instant 
audit trails and simpler rollbacks; it’s fast and 
efficient, transferring only file differences (git 
diff) instead of re-uploading entire directories; 
and it’s secure, as authentication relies solely 
on SSH key pairs, eliminating the need for FTP 
password management.

SSH key management for Git

To enforce security and granular access, both 
SSH Gateway and GitPush require dedicated, 
distinct SSH key pairs. WP Engine supports 
modern key formats (e.g., ED25519) and makes 
key management accessible via the User Portal. 
This setup ensures that every developer using Git 
has a unique, revocable identity tied to their code 
pushes, meeting the security and compliance 
needs of agency and enterprise teams.

GitIgnore Best Practices for WordPress

A key time-saving factor in WP Engine 
deployments is selective version control, 
achieved through thoughtful configuration of 
the .gitignore file. This process is essential for 
excluding platform-managed files and sensitive 
data.

Standard exclusions:

1.	1.	 Ignore WordPress core: Since WP Engine 
automatically manages core files and 
platform-level updates, excluding these files 
from your repository prevents conflicts and 
minimizes repository size.

2.	2.	 Ignore uploads and secrets: Do not commit 
binary files like media (wp-content/uploads) 
or sensitive configuration secrets (e.g., API 
keys, passwords) to your repository.

3.	3.	 Ignore plugins: If you use tools like Smart 
Plugin Manager or Composer for third-party 
plugin management, it’s standard practice 
to exclude the main wp-content/plugins/ 
directory to prevent unnecessary commits.

Streamlining Code Deployment  
with Git and CI/CD

https://wpengine.com
https://wpengine.com/support/git/#GitPush_Deploy
https://ed25519.cr.yp.to/
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Advanced workflow: Git-managed assets and 
Smart Plugin Manager: 

Developers managing a custom plugin or 
theme via Git while still wanting to leverage 
Smart Plugin Manager’s automated testing can 
implement an advanced workflow:

1.	1.	 Exclude the general folder: Ensure the 
main wp-content/plugins/ directory is 
excluded in the .gitignore.

2.	2.	 Re-include the custom asset: Explicitly 
re-include only your custom plugin/theme 
directory using a negation rule (e.g., !wp-
content/plugins/your-plugin-name/).

3.	3.	 Use an external tool: Utilize a third-party 
tool like Git Updater or Plugin Update 
Checker to make the custom asset visible 
in the WordPress Admin, which enables 
Smart Plugin Manager to perform visual 
regression testing and rollback on your Git-
managed code updates.

 
CI/CD integration: 
Automating the pipeline
For high-volume development teams, the 
true acceleration comes from continuous 
integration/continuous deployment (CI/CD). 
This automation removes the manual step  
of executing git push entirely, streamlining  
the process from code review to production-
ready deployment.

By integrating with external CI/CD tools, 
developers can define a pipeline where a 
successful code merge (e.g., merging a feature 
branch into main) automatically triggers a 
sequence of tests, builds, and deployment 
actions, ensuring code lands on the server 
almost immediately after approval.

Seamless integration via Actions and Pipes

WP Engine provides purpose-built tools to 
simplify integration with the most popular CI/CD 
platforms, which offer immediate benefits over 
traditional methods:

	■�	 Official Tools: Utilize the dedicated  
GitHub Action for WP Engine Site 
Deployments and the Bitbucket Pipe for 
WP Engine Site Deployments for out-of-
the-box CI/CD support.

	■�	 Secure Deployment: Both tools use the 
secure SSH Gateway combined with 
rsync (rather than GitPush) for highly 
customizable, stable, and multi-step 
deployment workflows.

	■�	 Declarative Control: Developers can 
configure entire, declarative deployment 
pipelines directly within their repository’s 
YAML files, ensuring consistency and 
auditability for every push.

	■�	 Superior Performance: The dedicated 
SSH Gateway integrations provide the 
fastest and most robust path, significantly 
outperforming reliance on generic external 
tools or traditional SFTP.

https://wpengine.com
https://github.com/afragen/git-updater
https://github.com/YahnisElsts/plugin-update-checker
https://github.com/YahnisElsts/plugin-update-checker
https://wpengine.com/support/github-action-deploy/
https://wpengine.com/support/github-action-deploy/
https://wpengine.com/support/deploying-code-with-bitbucket-pipelines-wp-engine/
https://wpengine.com/support/deploying-code-with-bitbucket-pipelines-wp-engine/
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WP Engine provides flexible and powerful 
integration options for connecting with any CI/
CD platform your team already uses, ensuring 
there are no limits to your chosen workflow. 
These integrations use the highly secure SSH 
Gateway and rsync for robust deployment.

This flexibility is supported by dedicated, well-
documented tools to accelerate CI/CD setup, 
including the GitHub Action for WP Engine Site 
Deployments and the Bitbucket Pipe for WP 
Engine Site Deployments. These pre-packaged 
solutions offer out-of-the-box configuration 
for secure deployment, PHP linting, and cache 
clearing. Beyond these specific tools, WP 
Engine maintains support documentation for 
connecting other industry-standard platforms, 
such as CodeShip and DeployBot. The core of 
this integration is always the use of SSH keys 
for authentication to the SSH Gateway, which 
ensures security and consistency regardless of 
the toolchain chosen.

This means developers can configure entire, 
declarative deployment pipelines directly within 
their repository’s YAML files. This ensures 
consistency and auditability for every push 
across all environments and allows teams to 
leverage their existing CI/CD provider expertise.

The underlying mechanism—using the 
dedicated SSH Gateway integrations with 
rsync for differential file transfers—provides 
the fastest and most robust path, significantly 
outperforming reliance on traditional SFTP.

Beyond deployment: Pre-deployment checks

The CI/CD pipeline enables developers to 
embed crucial, automated checks before and 
after deployment, saving significant debugging 
time.Before deployment, configurations like 
PHP_LINT: TRUE within the GitHub Action 
automatically execute a PHP syntax check, 
catching fatal errors before they ever reach 

the server environment. Post-deployment, 
developers can execute remote bash scripts 
or WP-CLI commands immediately after a 
successful push. This capability is vital for 
essential tasks such as running database 
migrations, clearing platform caches, or 
activating newly deployed features automatically.

https://wpengine.com
https://wpengine.com/support/github-action-deploy/
https://wpengine.com/support/github-action-deploy/
https://wpengine.com/support/deploying-code-with-bitbucket-pipelines-wp-engine/
https://wpengine.com/support/deploying-code-with-bitbucket-pipelines-wp-engine/
https://wpengine.com/support/continuous-integration-codeship-wp-engine/
https://wpengine.com/support/continuous-integration-deploybot-wp-engine/
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Once a site is live, the final frontier of developer 
efficiency is maintenance. Self-managed hosting 
forces developers to treat every core, theme, 
or plugin update as a risky, time-consuming 
task. WP Engine replaces this constant vigilance 
with intelligent, risk-free automation, allowing 
developers to allocate hundreds of hours per 
year back to high-value development.

Automated WordPress core updates
Security updates for WordPress core are 
mandatory to secure your site, but manual 
application carries the risk of site breakage. 
WP Engine shifts this critical burden from the 
developer to the platform through two distinct 
management tiers:

	■�	 Minor releases: These updates are applied 
quickly and universally to all environments 
to ensure immediate security protection. 
Because these patches address known 
vulnerabilities, they should be applied as 
soon as possible. WP Engine performs its 
own testing on these minor updates before 
deployment.

	■�	 Major releases: Major named releases 
undergo extensive platform testing 
before being released to customers. 
Once validated by WP Engine, updates 
are scheduled for automatic deployment. 
However, developers can proactively 
pause this process by choosing to defer 
automatic core updates for 30 days in the 
User Portal.

How the Deferral Workflow Works

Developers can actively manage this process 
within the User Portal. By navigating to the 
specific environment’s overview and selecting 
“Defer” in the WordPress update section, the 
environment is removed from the immediate 
update schedule. This creates a protected 30-day 
window for validation:

1.	1.	 Defer Production: Enable the “Defer” status 
on your Production environment to pause 
the automated update.

2.	2.	 Test in Staging: Allow your Staging 
environment to update (or update it 
manually) to the new major version.

3.	3.	 Validate: Perform quality assurance (QA) 
on your themes and plugins in Staging to 
ensure compatibility.

4.	4.	 Resume: Once validated, click “Cancel” on 
the deferral in Production to resume the 
automated update schedule, or manually 
update the environment yourself.

This strategy ensures that security patches 
are applied instantly while giving developers 
control over feature-rich major updates that 
carry a higher risk of compatibility issues.

Automation and Maintenance:  
Reclaiming Developer Time

https://wpengine.com
https://wpengine.com/support/wordpress-updates/#Defer_Automatic_Core_Updates
https://wpengine.com/support/wordpress-updates/#Defer_Automatic_Core_Updates
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Proactive testing and rollback for  
core updates
WP Engine’s update process is engineered to 
minimize risk and downtime automatically:

	■�	 Smoke testing: Before and after any update, 
a programmatic smoke test is run against the 
site. If the test returns anything other than a 
healthy 200 OK or 401 Unauthorized response, 
the automated update process halts.

	■�	 Automatic rollback: If an update proceeds 
but the subsequent smoke test fails, the 
system automatically rolls the site back to the 
pre-update checkpoint, instantly mitigating 
downtime and providing the developer with 
time to address the root cause in the safe 
Staging environment.

Smart Plugin Manager
One of the biggest drains on developer time 
for live sites is plugin and theme updates. WP 
Engine’s Smart Plugin Manager completely 
transforms this workflow from a periodic fire drill 
into a zero-touch, confidently managed service.

Visual Regression Testing 

Smart Plugin Manager’s key feature is its machine-
learning-driven visual regression testing. Unlike 
simple code-level checks, visual regression 
testing works by:

1.	1.	 Taking snapshots: Capturing visual snapshots 
of key pages (homepage, cart, checkout, etc.) 
before the update.

2.	2.	 Applying updates and retesting: Applying the 
update, clearing cache, and then capturing 
new visual snapshots after the update.

3.	3.	 Comparing results: Using advanced algorithms 
to compare the “before” and “after” images. 
If a visual discrepancy is detected (a button 
moves, a form breaks, content disappears, 
etc.), the system flags the update as a failure.

Automated rollback and scheduling

If visual regression testing detects a failure, 
Smart Plugin Manager automatically and instantly 
rolls the site back to the pre-update state. The 
developer is notified and provided with a report, 
eliminating the middle-of-the-night emergency. 
Furthermore, developers retain control over 
the update cadence, allowing them to Set the 
Schedule for updates to run during low-traffic 
periods or maintenance windows.

Cumulative time savings
By leveraging these platform-level automations—from core patching to validated plugin updates—
developers are freed from the reactive cycle of maintenance. This is the ultimate reclamation of 
human capital: shifting time spent on low-value operational tasks back into high-value feature 
development, innovation, and client growth.

https://wpengine.com
https://wpengine.com/support/wordpress-updates/#Smoke_Test
https://wpengine.com/support/smart-plugin-manager/#Visual_Regression_Testing_VRT


© WP Engine, Inc. / 16

https://wpengine.com


© WP Engine, Inc. / 17

The central challenge facing modern WordPress 
developers is the inherent friction embedded in 
traditional hosting and development workflows. 
Every hour spent manually configuring a test 
environment, managing an SFTP transfer, or 
firefighting a botched plugin update represents a 
significant, non-revenue-generating human cost.

WP Engine is built to remove this friction at every 
stage of the developer lifecycle, transforming 
tedious tasks into automated, confident 
deployments.

Conclusion: Reclaiming  
the human cost of code

By moving your workflow to WP Engine, you gain more 
than high-performance hosting; you gain a dedicated, 
enterprise-grade development platform that allows you to 
focus solely on the code. Reclaim your time, increase your 
speed, and build the future of the web with confidence. 

Start your assessment today

Time-Intensive Tasks WP Engine Solution

Manual Environment Setup One-Click Staging & Development: Instantly provisioned, 1:1 replica environments.

Unreliable Code Transfer GitPush & CI/CD Integration: Secure, differential, version-controlled code deployment directly from 
your Git repository.

Tedious Database Management SSH Gateway & WP-CLI: Command-line power for fast configuration, database queries, and multi-
site scripting.

Risky Manual Maintenance Smart Plugin Manager & Automated Core Updates: Risk-free, automated maintenance with instant 
rollback on visual failure.

https://wpengine.com
http://wpengine.com/contact
http://wpengine.com/contact


WP Engine empowers companies 
and agencies of all sizes to build, 
power, manage, and optimize 
their WordPress websites and 
applications with confidence.
Serving 1.5 million customers across 150+ countries, the global technology company provides 
premium, enterprise-grade solutions, tools, and services, including specialized platforms for 
WordPress, industry-tailored eCommerce and agency solution suites, and developer-centric 
tools like Local, Advanced Custom Fields, and more. WP Engine’s innovative technology and 
industry-leading expertise are why 8% of the web visits a WP Engine-powered site daily.  
Learn more at wpengine.com.

https://wpengine.com/woocommerce/
https://wpengine.com/agency/
https://localwp.com/
https://www.advancedcustomfields.com/
https://wpengine.com/
http://wpengine.com

